
The EU's Directive on Security of Network 
and Information Systems1 (the NIS Directive) 
obliges Member States to improve national 
cyber security and reporting. In addition 
to obligations imposed on digital service 
providers, the NIS Directive also imposes 
obligations on businesses defined as 
"operators of essential services" which 
could include ports, terminals, airports and 
banks as well as other businesses in energy, 
transport, health, IT, telecommunications, 
water, food and finance. 

When the NIS Directive is implemented  (by 9 
May 2018) these businesses must ensure that 
their security levels are adequate and must report 
serious cyber breaches to the relevant authorities. 
The NIS Directive aims to increase the security 
of network and information systems across 
Europe by improving cross-border cooperation 
and information exchange between EU Member 

States, thereby strengthening resilience to and 
improving response times in the event of a cyber 
incident. The UK already takes cyber security 
seriously. Its National Cyber Security Centre2, 
which became operational in October 2016, 
provides guidance and assistance on cyber 
security to businesses and the National Crime 
Agency has a specially designated unit, the 
National Cyber Crime Unit3, to respond to cyber 
crime.

What are Operators of Essential Services?

Operators of Essential Services (OESs) are 
operators which provide a service which is 
'essential for the maintenance of critical societal 
and or economic activities'4. The service must 
also be dependent on network and information 
systems for its provision. If such systems 
were affected by an incident, this would have 
'significant disruptive effects' on the provision of 
such a service.
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1 Directive 2016/1148 Concerning Measures for a high common level of security of network and information systems across the 
Union

2 https://www.ncsc.gov.uk/

3 http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/national-cyber-crime-unit 

4 NIS Directive 2016/1148, Article 5
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The extent of the disruption to a 
service and its cross-border impact 
is determined by reference to factors 
stipulated in the NIS Directive. Such 
factors include the duration of the 
disruption, the number of users relying 
on the service, the size of the area 
affected by the incident and the market 
share of the service provider.

There is no definitive list of what an 
OES is in the NIS Directive. Member 
States are required to determine which 
operators provide essential services 
by 9 November 2018. The definition in 
the NIS Directive is broad and OESs 
will include businesses in fields such 
as energy, transport, banking and 
health. As Member States are afforded 
some discretion in identifying OESs, it 
is possible that the same international 
operator may be classified as an 
OES in one Member State but not in 
another, although the recitals of the 
NIS Directive indicate that Member 
States may work together to establish 
a consistent approach.

The NIS Directive points out that the 
security aspects of water transport 
and banking are already regulated by 
other legislation and that the reporting 
requirements of that other legislation 
will apply as long as the reporting 
obligations are equivalent to those set 
out in the NIS Directive.

What must OESs do?

OESs must take appropriate measures 
to manage the risks posed to their 
network and information systems. 
In the event of an incident, they 
are required to notify their Member 
State's Computer Security Incident 
Response Team (CSIRT) or the relevant 
competent authority without undue 
delay. The notification should include 
sufficient information to enable the 
competent authority to determine the 
extent of the incident's cross-border 
impact.

What are Digital Service Providers?

Digital Service Providers (DSPs) are 
legal persons providing an 'information 
society service', for example providers 
of online search engines, marketplaces 
or cloud computing. Micro and 
small enterprises, in the sense of 
EU Recommendation 2003/3615, 
are excluded from the scope of the 
definition.

What must DSPs do?

Under the NIS Directive, DSPs are 
required to manage the risks posed to 
the security of their systems. Risk-
management measures should, with 
reference to the state of the art, be 
appropriate to the level of risk and 
should minimise the impact of security-
infringing incidents on the service 
provided.

DSPs are also required to notify the 
competent authority or the CSIRT of an 
incident having a "substantial" impact 
on the provision of an information 
society service they offer within the 
Union, if they have access to the 
information needed to assess the 
impact of the incident against the 
factors referred to in the NIS Directive. 
As with OESs, the NIS Directive 
sets out factors determining an 
incident's impact on the provision of 
a service and whether it will qualify as 
substantial.

What if OESs and DSPs rely on 
each other?

In numerous cases OESs may rely on 
a service provided by a DSP, such as 
cloud storage, to provide their essential 
service effectively. If this digital service 
is subsequently interrupted by an 
incident, this could have a substantial 
impact on the continued provision of 
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5 EU Recommendation 2003/361 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32003H0361 
Small Businesses are defined in EU Recommendation 2003/361 as those with less than 50 members of staff and either a turnover or balance sheet total of less 
than or equal to €10m. 
Micro Businesses are defined in EU Recommendation 2003/361 as those with less than 10 members of staff and either a turnover or balance sheet total of less 
than or equal to €2m.

OESs must take appropriate measures to manage the 
risks posed to their network and information systems. 
In the event of an incident, they are required to notify 
their Member State's Computer Security Incident 
Response Team (CSIRT) or the relevant Competent 
Authority without undue delay.
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the essential service. In the event of 
such a disruption, unless otherwise 
contractually provided for, the OES 
has an obligation to notify the relevant 
authority or the CSIRT of the incident.

Obligations on Member States

Member States must ensure that OESs 
and DSPs comply with their notification 
obligations. Member States cannot 
impose more onerous obligations on 
DPSs and OESs than those included in 
the NIS Directive, except for reasons of 
national security or law and order.

The NIS Directive also requires 
Member States to develop and adopt 
a national strategy on cyber security to 
ensure secure network and information 
systems across essential services. 
To achieve this, the NIS Directive 
introduces minimum capabilities to 
which Member States must conform. 
The objectives of this national strategy 
must be defined and a governance 
framework set up to achieve these 
objectives, to identify the extent of the 
Member State's preparedness, and the 
efficacy of its response and recovery.

Each Member State must designate 
a national competent authority to 
monitor the national application of 
the NIS Directive and ensure that it is 
implemented effectively. In addition, 
the NIS Directive requires a Member 
State to create a CSIRT responsible 
for monitoring incidents, providing 
early warnings in respect of potential 
threats, liaising with the private 
sector and assisting other national 
CSIRTs in resolving incidents. In 
certain circumstances, such as where 
the incident concerns two or more 
Member States, CSIRTs are required 
to share information and details about 
such incidents with the affected 

Member States. This requirement may 
raise concerns as to the security of the 
data shared with CSIRTs.

The position in the UK

In the UK the National Cyber Security 
Centre (NCSC) is the UK's advisory 
authority on cyber security. The NCSC 
provides guidance on cyber security 
and coordinates responses to cyber 
threat in both the public and private 
sectors. Law enforcement agencies, 
including the National Cyber Crime 
Unit for the most serious cyber 
crime threats, are responsible for 
investigating and prosecuting for cyber 
crime.

The NIS Directive must be 
implemented into national law in all 
EU Member States by 9 May 2018. 
It is not yet clear whether the UK will 
be required to implement the NIS 
Directive, although it is likely that there 
will be a requirement for it to do so 
because Brexit negotiations are unlikely 
to be concluded before May 2018.

However, the UK certainly takes cyber 
security seriously and businesses 
should make sure that their security 
systems are appropriate and up 
to date, particularly if they operate 
critical infrastructure in the energy, IT, 
telecommunications, transport, health, 
water, food or finance sectors.
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Member States must ensure that OESs and DSPs comply 
with their notification obligations. Member States 
cannot impose more onerous obligations on DPSs and 
OESs than those included in the NIS Directive, except 
for reasons of national security or law and order.
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